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Abstract

This study aims to discuss and analyze how substitute accountability in Artificial Intelligence (Al)
in the context of Cryptocurrency, analyzed with Vicarious Liability theory. The use of Artificial
Intelligence is also often used in the business of digital money transactions, for example such as
cryptocurrency. Technological developments have given birth to various kinds of alternative tools
or instruments as a substitute for money, which could be possible for violations of the law in the
use of Artificial Intelligence (Al) in cryptocurrency transactions. The research method used in this
study is a type of normative legal research method. In normative legal research, a study that leads
to the process of finding legal rules, legal principles, and legal doctrines that function to answer
legal issues faced. The choice of the type of normative legal research in this study is related to the
analysis of Vicarious Liability Theory in the context of substitute liability in Artificial Intelligence
(Al). The results of the study show the importance of understanding the theory of Vicarious
Liability as a theory that determines substitute liability in Artificial Intelligence (Al), this is because
the use of Artificial Intelligence is also often used in the business of digital money transactions, for
example such as cryptocurrency, so it does not rule out the possibility that the Al does not carry
out actions in accordance with Al commands which will certainly harm all parties, including
business consumers of digital financial transactions in the event of a digital transaction error, then
the person responsible is not the Al subject but the subject who from the beginning provides the
use of Artificial Intelligence (Al) in cryptocurrency transactions.
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1. Introduction

That the use of Artificial Intelligence or Al is very beneficial in the aspect of business
diversification in the international scope, one example in the banking world business. Many
countries have gradually started using Artificial Intelligence or Al in the banking world. A number
of banks have implemented bank activities online and without coming to the bank (Nur Kholis,
2018), that in addition to that, governments in countries in the world have also begun to order all
banks to be able to utilize this Al technology in their respective banking systems. Considering that
banking services are very important and have a major influence on the economic development of
a country to achieve a significant business and income.

Furthermore, the use of Artificial Intelligence is also often used in the business of digital
money transactions, for example such as cryptocurrency. Technological developments have given
birth to various kinds of alternative tools or instruments as a substitute for money. An example is
the use of digital money that prioritizes speed, convenience and efficiency in conducting a
transaction (Untung Rahardja, 2018), this development aims to reduce the level of cash use among
the public.

That there are two categories of payments in e-money, namely digital money as used in
video game applications and money embedded with crypto password technology or can be called
cryptocurrency (Ferry Mulyanto, 2015). Cryptocurrency is a name given to digital currencies that
have a cryptographic system or literary cipher base that allows both parties to conduct financial
transactions in a non-central distribution way as in traditional currencies (Eli Dourado and Jerry
Brito, 2014). The difference between cryptocurrency and existing currencies is that this
cryptocurrency is not issued by a central authority, there is no interference or manipulation by the
government (Haruli Dwicaksana Pujiyono, 2020).

Artificial Intelligence (Al) is one of the technologies that are of concern to many countries.
Broadly speaking, we can interpret that what is meant by Artificial Intelligence (Al) is a "machine"
that has the ability and intelligence like ordinary humans, but these abilities are first regulated by
humans themselves. This Al was created to help tasks like tasks done by humans, exactly or even

more like done by humans (Putri, Anggia Dasa, Dapit Pratama, 2017), So we can conclude that
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this Al was created for the same purpose as what humans do in general, namely doing something
that can even exceed and as a substitute for humans to do an action

A technological development will have an impact on the positive side and it is possible that
there is a negative side that develops as well, it also happens to businesses or transaction processes
that require Artificial Intelligence (Al), that every development of Al technology in addition to
having a positive impact, will not be separated from the influence of the negative impact caused
by Al . One of these negative impacts is the possibility of digital errors, unilateral takeover of one's
digital money using Al, cryptocurrency transactions, as well as misuse of personal data or leaking
of personal data from the consumers concerned due to Artificial Intelligence (Al) errors. It does
not rule out the possibility that the Al does not carry out actions in accordance with orders that
will certainly harm all parties, including bank consumers or business consumers of digital financial
transactions. Although the Al has initially been set and entered several formulas and data that can
later match the intelligence of ordinary humans, it will not make the Al can be said to be a subject
of law. . Moreover, if the leakage of personal data is caused by the use of Al errors through
electronic features such as e-banking, cryptocurrency transactions and several other features that
are certainly inseparable from the personal data of the consumers concerned and cryptocurrency
digital financial transactions. So the importance of law enforcement in accountability in the context

of substitute accountability for Artificial Intelligence (Al) in cryptocurrency transactions.

Law enforcement is the process of making efforts to uphold or function legal norms in a real
way as a guide for behavior or legal relations in public and state life. Viewed from the point of
view of the subject, law enforcement can be carried out by a broad subject and can also be
interpreted as an effort to enforce the law involving all legal subjects in every legal relationship. .
Anyone who carries out normative rules or does something or does not do something based on the
norms of the applicable rule of law, means that he is exercising or enforcing the rule of law. In a
narrow sense, in terms of its subject, law enforcement is only interpreted as an effort by certain
law enforcement officials to guarantee and ensure the enforcement of the law, if necessary, law
enforcement officials are allowed to use force (Rais Ahmad, 2007). The use of Atrtificial
Intelligence is also often used in the business of digital money transactions, for example such as

cryptocurrency, so it does not rule out the possibility that Al experiences digital transaction errors
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so that it does not carry out actions in accordance with orders which will certainly harm all parties,
including consumers of digital financial transaction businesses. Although the Al has initially been
set and entered several formulas and data that can later match the intelligence of ordinary humans,
it will not make the Al can be said to be a subject of law.
2. Problem Research & Methode Research
Based on the background of the problem above, the formulation of the problem in this

study is how substitute accountability in Artificial Intelligence (Al) is analyzed with the theory of
Vicarious Liability. Legal research can be classified into two types, namely normative research
and empirical research (Soerjono Soekanto, 2014). The type of research used in this study is a type
of normative legal research. In normative legal research, a research that leads to the process of
finding legal rules, legal principles, and legal doctrines that function to answer legal issues faced
(Mukti fajar and Achmad Yulianto, 2015). The type of normative legal research in this study was
chosen because this study examines the Vicarious Liability Theory on substitute liability in
Artificial Intelligence (Al) in the context of Cryptocurrency transactions. In answering legal issues,
this research used a study of documents obtained through literature materials and laws and
regulations, this was done to obtain the results of research on Vicarious Liability Theory in the
context of substitute liability in Artificial Intelligence (Al) in the context of Cryptocurrency
transactions.
3. Analysis and Discussion

Law enforcement is the process of making efforts to uphold or function legal norms in a real
way as a guide for behavior or legal relations in public and state life. Viewed from the point of
view of the subject, law enforcement can be carried out by a broad range of subjects and can also
be interpreted as law enforcement efforts that involve all legal subjects in every legal relationship.
Anyone who carries out normative rules or does something or does not do something based on the
norms of the applicable rule of law, means that he is exercising or enforcing the rule of law. In a
narrow sense, in terms of its subject, law enforcement is only interpreted as an effort by certain
law enforcement officials to guarantee and ensure the enforcement of the law, if necessary, law
enforcement officials are allowed to use force (Rais Ahmad, 2007). That the importance of law

enforcement in cases related to the occurrence of digital transaction system errors in the use of
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Artificial Intelligence is also often used in the business of digital money transactions, such as

cryptocurrency.

The use of Artificial Intelligence is also often used in the business of digital money
transactions, for example such as cryptocurrency. Technological developments have given birth to
various kinds of alternative tools or instruments as a substitute for money. An example is the use
of digital money that prioritizes speed, convenience and efficiency in making a transaction
(Untung Rahardja, 2018), This development aims to reduce the level of cash use among the public.

That there are two categories of payments in e-money, namely digital money as used in video
game applications and money embedded with crypto password technology or can be called
cryptocurrency (Ferry Mulyanto, 2015). Cryptocurrency is a name given to digital currencies that
have a cryptographic system or literary cipher base that allows both parties to conduct financial
transactions in a non-central distribution way as in traditional currencies (Eli Dourado and Jerry
Brito, 2014). The difference between cryptocurrency and existing currencies is that this
cryptocurrency is not issued by a central authority, there is no interference or manipulation by the
government (Haruli Dwicaksana Pujiyono, 2020).

The use of Artificial Intelligence is also often used in the business of digital money
transactions, for example such as cryptocurrency, so it does not rule out the possibility that Al
experiences digital transaction errors so that it does not carry out actions in accordance with orders
which will certainly harm all parties, including consumers of digital financial transaction
businesses. Although the Al has initially been set and entered several formulas and data that can
later match the intelligence of ordinary humans, it will not make the Al can be said to be a subject
of law. Furthermore, who will be held accountable for the actions of Al that experiences errors, in
this case, the possibility of digital errors, unilateral takeover of one's digital money using Al,
cryptocurrency transactions, as well as misuse of personal data or leaks of personal data from
consumers concerned due to Artificial Intelligence (Al) errors; It does not rule out the possibility
that the Al does not carry out actions in accordance with orders that will certainly harm all parties,
including bank consumers or business consumers of digital financial transactions.

To answer these problems, based on the theory of Vicarious Liability on substitute liability

in Artificial Intelligence (Al) in the context of Cryptocurrency transactions, in this case Hans
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Kelsen once explained that what is meant by legal liability is a legal obligation where a person or
legal subject in this case the person must accept sanctions for the actions he commits contrary to
the law, then a legal liability is born from the actions of a subject of law that is contrary to the
existing law or a violation of the law.

So with the theory of vicarious liability, the theory basically explains that other people, in
this case, human legal subjects can be responsible for a behavior or wrong committed by another
person or human being. This theory can be applied to the actions of Artificial Intelligence (Al)
whose actions can cause losses and other legal consequences, especially in this case related to Al
experiencing errors in this case the possibility of digital errors unilaterally taking over someone's
digital money using Al cryptocurrency transactions, as well as misuse of personal data or leakage
of personal data from concerned consumers due to Artificial Intelligence (Al) errors.

Law as the protection of human interests is different from other norms. Because the law
contains orders and or prohibitions, and divides rights and obligations. Sudikno Mertokusumo
stated not only about the purpose of law, but also about the function of law and legal protection.
He argued that: "in its function as the protection of human interests the law has a purpose. Law
has a goal to be achieved while the main purpose of law is to create order and balance. With the
achievement of order in society, it is hoped that human interests will be protected. In achieving its
goals, the law is tasked with dividing rights and obligations between individuals in society,
dividing authority and regulating how to solve legal problems and maintain legal certainty.

Roscoe Pound was quoted by Sudikno Mertokusumo as stating that law is the most
important institution in carrying out social control and/or social engineering. Pound also
recognized that another function of law is as a means to perform social engineering. He said that
the legal system achieves the goal of legal order by recognizing these interests, by setting limits
on the recognition of those interests and the rule of law developed and applied by the judicial
process has a positive impact and is implemented through authoritative procedures, also trying to
respect various interests in accordance with the recognized and established boundaries (Lili Rasjidi
& Ira Thania Rasjidi, 2002). Regarding law enforcement, it will relate to accountability by
perpetrators, one example is that electronic system operators are obliged to protect their users
and/or user subjects from losses incurred by electronic systems that they create or maintain.

That the theory of vicarious liability essentially explains that another person, in this case,
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the subject of human law, can be responsible for a behavior or wrong committed by another person
or human being. This theory can be applied to the actions of Artificial Intelligence (Al) whose
actions can cause losses and other legal consequences, especially in this case related to Al
experiencing errors, in this case the possibility of digital errors unilaterally taking over someone's
digital money using Al cryptocurrency transactions, misuse of personal data or leakage of personal
data from consumers concerned due to Artificial Intelligence (Al) errors. Furthermore, the legal
principle offered by the researcher is that the operator of the electronic system must protect its
users and / or user subjects from losses incurred by the electronic system that he makes or is
organized by the organizer.

4. Conclusion

Analysis of Vicarious Liability Theory in the context of substitute liability in Artificial
Intelligence (Al), shows the importance of understanding Vicarious Liability theory as a theory
that determines substitute liability in Artificial Intelligence (Al), this is because the use of Artificial
Intelligence is also often used in the business of digital money transactions, for example such as
cryptocurrency, so it does not rule out the possibility that the Al does not carry out actions in
accordance with Al commands which will certainly harm all parties, including digital financial
transaction business consumers if there is a digital transaction error, then the person responsible is
not the Al subject but the subject who from the beginning provides the use of Artificial Intelligence
(Al) in cryptocurrency transactions. That what is meant by legal liability is a legal obligation in
which a person or legal subject in this case the person must accept sanctions for the actions he
commits contrary to the law, then a legal liability is born from the actions of a legal subject who

is contrary to the existing law or violation of the law.

So with the theory of vicarious liability, the theory basically explains that other people, in
this case, human legal subjects can be responsible for a behavior or wrong committed by another
person or human being. This theory can be applied to the actions of Artificial Intelligence (Al)
whose actions can cause losses and other legal consequences, especially in this case related to Al
experiencing errors in this case the possibility of digital errors unilaterally taking over someone's
digital money by using Al cryptocurrency transactions, and misuse of personal data or leakage of
personal data from consumers concerned due to Artificial Intelligence (Al) errors. Furthermore,
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the legal principle offered by the researcher is that the principle of the operator of the electronic
system must protect its users and / or user subjects from losses incurred by the electronic system

that he makes or organized by the organizer
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